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Information notice about Nexus CCTV

Camera status

Generic
information

Controller

Contact of DPO

Legal ground &
Purpose

Legitimate
interest

Art. 13-1 (a)
GDPR

Art. 13-1 (b)

Art. 13-1 (c)

Art. 13-1 (d)

What does the camera system
consist of?

Who is legal entity acting as
controller?

How can | contact the data
protection officer?

What are the main reasons why
we are implementing those
cameras?

Is Nexus relying on legitimate
interest for this processing?

Stockholm

Active

13 Cameras only inside the
premises filming 24/7 access to the
entrance to the office and the
security zone, server room and
production in floor 1. It also
includes an on-prem server to store
the recordings.

Technology Nexus Secured Business
Solutions AB

Karlsruhe
Active

4 cameras only inside the
premises filming 24/7.
There are 3 cameras which
secure the access to three
entrance doors to the
security zone and 1
camera which secures the
server room.

Technology Nexus GmbH

Please send your questions or requests to dpo@nexusgroup.com.

To secure its premises and comply with certification and business security requirements (TISAX, ISO, etc.).
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Berlin
Active
1 camera 360° only inside the

premises filming 24/7, which is
securing the entrance door.

Yes, Nexus and its clients operate in a highly regulated environment (e.g. eIDAS, NIS, GDPR). In order to
comply with regulations, standards, certifications (e.g. TISAX) and our clients’ requirements, it is Nexus’
legitimate interest to secure its premises.


mailto:dpo@nexusgroup.com

Third countries A

Rights of data

NexXuUs

INGROUPE

A

=

t.13-1 (e)

=

t. 13-1 (f)

A

=

t. 13-2 (a)

Art. 13-2 (b)

=

Art. 13-2 (c)

=

Right to lodge a
complaint with A

t. 13-2 (d)

=

Are there any other third parties
having access to the data?

Is the data stored outside the EU?

Do we store the data at Nexus’
premises?

When is the data deleted?

What are my rights regarding this
processing under the GDPR?

N/A

What is the contact the
supervisory authority if | wish to
make a complaint?

Yes, the solution provider: Caverion
Sverige AB.

Nexus has entered a DPA with
Caverion.

No

Yes, in a video recording server on-
premise.

Deleted automatically after 7 days.
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Yes, the solution provider: Cisco Int.| Ltd (Meraki).

Nexus has entered a DPA with Cisco.

No

Yes — Data is stored inside the device.

You have the rights to request from the controller access to and rectification or erasure of your personal
data or restriction of processing or to object to processing as well as the right to data portability. Please
note that since the controller relies on its legitimate interest, some of these rights might be limited.

N/A

If you consider, after contacting us,
that your data protection rights are
not respected or that the video
device does not comply with data

N/A N/A

If you consider, after contacting us, that your data protection
rights are not respected or that the video device does not comply
with data protection rules, you can send a complaint online to
LDIBW.


https://www.baden-wuerttemberg.datenschutz.de/beschwerde/
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INGROUPE
protection rules, you can send a
complaint online to IMY.
Statutory /
contractual Art. 13-2 (e) N/A N/A N/A N/A
requirement
Is thf-:re any automated decision- No No No
A ted making?
utomate Art. 13-2 (f)
decision- o
e GDPR Does the processing involve
linkages with other processing No No No
operations?
Backup copies are encrypted with
Are there specific securit AES-256 and only the data . .
pecttl urity . . v - Storage is encrypted on the device. Access to the camera content
§ features for these cameras, taking | controller is the encryption key . . ) .
Security . . . by Saa$ solution via HTTPS. Meraki’s access to the data is only
into account the system holder. Traffic between client and .
. . . . possible after the approval of Nexus.
configuration? server is protected in a mutually

agreed site-site VPN tunnel.

How does Nexus put this
Transparence information notice to the On Nexus’ webpage and with pictograms at relevant points in the office.
attention of employees?


https://www.imy.se/en/about-us/contact-us/

